
PURPOSE AND BACKGROUND
This policy explains to councillors, employees and the public about the council’s approach to Data Protection and Freedom of information. 
Personal information must be dealt with properly however it is collected, recorded and used – whether on paper, in a computer, or recorded on other material - and there are safeguards to ensure this set out in legislation, such as the General Data Protection Regulation (GDPR) and the Data Protection Act 2018.
The Council also has a duty to make information available about what it does and how it conducts its business, this is regulated by the Freedom of Information Act 2000 (FOIA)
FREEDOM OF INFORMATION
Under the Freedom of Information Act 2000 (FOIA), Stanton Harcourt Parish Council (the Council) has a duty to adopt and maintain a Publication Scheme describing: 
· The classes of information it publishes 
· How and where such information is published (e.g. website, paper copy, etc.) 
· Whether or not a charge is made for such information 
The Council has adopted the Model Scheme attached at Appendix 1. 
The purpose of the Council's Publication Scheme is to let everyone know what information will be automatically or routinely published by the Council and to ensure that a significant amount of information is available to the public, without the need for a specific request to be made. 
Charges
The Council's Fees and Charges are stated at the end of the Publications Scheme
Unless otherwise stated, publications listed in our Publication Scheme are supplied free of charge
If there is any information required that does not appear in the Council's Publication Scheme or you have any comments or suggestions on how it can be improved, please contact the Parish Clerk
The Parish Clerk
5 Woodlands
Standlake
Witney
Oxfordshire
OX29 7RA

Email: trudigasser@rocketmail.com

DATA PROTETION POLICY
Stanton Harcourt Parish Council regards the lawful and correct treatment of personal information as very important to our operations, and to maintaining confidence between those with whom we deal and ourselves.  The Parish Council may collect and use personal data for some or all of the following Purposes: 
· To deliver our services
· To enable us to meet all legal and statutory obligations and powers including any delegated functions.
· To maintain our own accounts and records.
· To seek people’s views, opinions or comments.
· To notify people of changes to our facilities, services, events and staff, councillors and role holders.
· To send communications requested by individuals, which are of interest to them. These may include information about campaigns, appeals, other new projects or initiatives.
· To process relevant financial transactions including grants and payments for goods and services supplied to the council
The Parish Council is strongly committed to the rights of individuals whose data it collects and processes and will comply with all applicable UK laws related to personal information. To comply with its legal obligations Stanton Harcourt Parish Council will: 
· process personal information fairly and lawfully
· process personal information only where this is strictly necessary for legitimate organisational purposes
· collect only the minimum personal information required for these purposes and not process excessive amounts of personal information
· provide clear information to individuals about how their personal information will be used and who will be using the information
· only process relevant and adequate personal information
· keep all personal information secure
· maintain an inventory of the categories of personal information that is processed 
· ensure they keep personal information accurate and up to date
· retain personal information only for as long as is necessary for legal or regulatory reasons or, for legitimate organisational purposes
· respect individuals’ rights in relation to their personal information as defined in GDPR.  
· only transferring personal information outside the UK in circumstances where it can be adequately protected and aligned with GDPR requirements
· Develop and implement procedures to enable the policy to be implemented
· Identify staff with specific responsibility and accountability for Data Protection.
Parish Council Responsibilities
GDPR requires that everyone within the council must understand the implications of GDPR and that roles and duties must be assigned. 
Data Protection Officer
The Council is the data controller and must appoint a Data Protection Oﬃcer (DPO).  Stanton Harcourt Parish Council has appointed the Parish Clerk as the designated Data Protection Officer. The Clerk shall receive training for this role as required.
It is the DPO’s duty to undertake an information audit and to manage the information collected by the council.  The DPO Responsibilities include:
· Undertake a data audit 
· Issue privacy notices
· Dealing data subject access requests
· Dealing with other data subject rights requests
· Control who has access to personal information
· Safe disposal of information
· Registration with the Information Commissioner
Collecting Data
Stanton Harcourt Parish Council recognises its responsibility to be open with people when taking personal details from them. This means that staff must be honest about why they want a particular piece of information. If, for example, a member of the public gives their phone number to staff or a member of Stanton Harcourt Parish Council, they must be assured that that the information will only be used for the purpose it has been given and will not be disclosed to anyone else
The most common way to provide this information is in a privacy notice. This is a notice to inform individuals about what the council does with their personal information. A privacy notice will contain the name and contact details of the data controller and Data Protection Oﬃcer, the purpose for which the information is to be used and the length of time for its use. It shall be written clearly and advise the individual of their rights:
· the right to be informed
· the right of access
· the right to correct and update the data.
· the right to erasure
· the right to object or restrict processing
· right to data portability
· the right withdraw consent
· the right to lodge a complaint.
The council will adopt a privacy notice to inform data subjects of their rights.  These notices shall be issued as appropriate via:
· The Parish Council’s website – ‘Contact Us’ form.
· Email.
Use of Cookies
The Parish Council website shall use cookies to enhance user experience. Cookies are not used for tracking purposes but simply to hold information to enhance user experience for the duration of a browsing session.  Where required by legislation the website shall use a cookie control system, to allow the user to give explicit permission or to deny the use or saving of cookies on their computer or device
Storing and Accessing Data
Stanton Harcourt Parish Council may hold information about individuals such as their addresses and telephone numbers. These are kept in a secure location at the Parish Clerk’s place of residence and are not available for the public to access. All data stored on a computer is password protected. Once data is not needed anymore, if it is out of date or has served its use, it will be shredded or deleted from the computer.
Data Subject Access Request
The Parish Council is aware that people have the right to access any information that is held about them.
Subject Access Requests must be made using the Subject Access Request Record, The Data Protection officer must confirm the identity of the requestor and validate that the requestor is legally entitled to make the request.
Applications are sent to the Data Protection Officer. The Data Protection Officer is responsible for ensuring the SAR is processed within the GDPR regulations. The date of receipt shall be recorded, and the requested information provided within one month of that date. Requests that are manifestly unfounded or excessive may be refused or a charge made. A reasonable explanation of this refusal or any charges shall be provided to the requestor. The Data Protection Officer maintains a record of requests.
The Data Protection Officer is responsible for ensuring all parish council data is reviewed against the SAR request. This may include searching all computer databases and all relevant filing systems including all back up and archived files, whether computerised or manual, all e-mail folders and archives. 
The information provided to the requestor must include an explanation for why it has been stored as well as a list of people who have seen the information.
Information may be excluded from the SAR responses 
· Information identifying another individual.
· Information pertaining to crime prevention and detection
· Negotiations with the requester
· Confidential references, 
· Information covered by legal professional privilege.
The SAR response may be provided to the data subject in electronic, paper or other reasonable format decided by the Data Protection Officer.
Disclosure of information
If an elected member of the council, for example a councillor needs to access information to help carry out their duties, this is acceptable. They are only able to access as much information as necessary and it should only be used for that specific purpose. If for instance someone has made a complaint about over hanging bushes in a garden, a councillor may access an address and telephone number of the person who has made the complaint so they can help with the enquiry. They can only do this providing they represent the area that the subject lives in. However, before they access any sensitive information about a person, they would need consent to do this from the Parish Clerk. Data should never be used for political reasons unless the data subjects have consented.
Confidentiality
Stanton Harcourt Parish Council staff must be aware that when complaints or queries are made, they must remain confidential unless the subject gives permission otherwise. When handling personal data, this must also remain confidential.
If a data breach is identified the ICO must be informed within 72 hours and an investigation will be conducted.
Changes to this policy
This policy will be reviewed annually, together with an annual review of the compliance and effectiveness of the policy.




This policy is published on the council’s website https://www.hugofox.com/community/stanton-harcourt-and-sutton-parish-council-13404/home
This policy is adopted by Stanton Harcourt Parish Council on DD MMMM 2021.
Signed:	



Charles Mathew, Chairman
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[bookmark: _Appendix__1]Appendix  1
Information Available from Stanton Harcourt Parish Council
	Information to be Published
	How the Information can be obtained
	Cost

	Class 1 – Who we are and what we do

	Who’s who on the Council and its Committees


	Website
	Free

	Contact details for Parish Clerk and Council members (named contacts where possible with telephone number and email address
	Website
Parish Noticeboard
	Free
Free

	Class 2 – What we spend and how we spend it

	Annual Return Form (Current year)
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Finalised Budget
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Precept
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Financial standing orders and regulations
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Grants given and received
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	List of current contracts awarded and value
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Class 3 – What are our priorities and how we are doing

	Parish Plan (Current and previous year as a minimum)
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Annual report to Parish Meeting (Current and previous year as a minimum)
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Class 4 – How we make decisions (Current and previous year as a minimum)

	Timetable of meetings (Council, any committee/sub-committee meetings and parish meetings)
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Agendas (and associated papers)
	Website (agenda only)
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Minutes of meetings (as above). NB: This will exclude information that is properly regarded as private to the meeting
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Reports presented to council meetings. NB: This will exclude information that is properly regarded as private to the meeting
	Email
Hard copy from the Clerk
	Free
Disbursement Cost*

	Responses to consultation papers
	Email
Hard copy from the Clerk
	Free
Disbursement Cost*

	Responses to planning applications 
	Email
Hard copy from the Clerk
	Free
Disbursement Cost*

	Class 5 – Our policies and procedures
	
	

	Policies and procedures for the conduct of council business: 
General Data Protection Regulation 
Procedural standing orders
Code of conduct 
Policy statements 
Finance regulations 
Complaints procedures (including those covering requests for information and operating the publication scheme)
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Policies and procedures for the provision of services and about the employment of staff: 
Equal opportunities policy
	
	

	Records management policies (records, retention, destruction and archive)
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Data protection policies
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Schedule of charges (for the publication of information 
	Website
Email
Hard copy from the Clerk
	Free
Free
Disbursement Cost*

	Class 6 – Lists and registers (Currently maintained lists and registers only)

	Any publicly available register or list where applicable
	Inspection – contact the Clerk
	

	Assets Register
	Email
Hard copy from the Clerk
	Free
Disbursement Cost*

	Register of members’ interests
	Website
	

	Class 7 – The services we offer (current information only)

	Cemetery
	Email
Hard copy from the Clerk
	Free
Disbursement Cost*

	Parks, Playing Fields and recreational facilities
	Email
Hard copy from the Clerk
	Free
Disbursement Cost*

	Seating & Litter Bins
	Email
Hard copy from the Clerk
	Free
Disbursement Cost*

	
	Email
Hard copy from the Clerk
	Free
Disbursement Cost*


(*Disbursement Cost see Schedule of Charges below)



Schedule of Charges

	Type of Charge
	Description
	Basis of Charge

	Disbursement Cost
	Printing/photocopying @ 5p per sheet
(Black & white)
	Actual Cost

	
	Printing/photocopying @ 10p per sheet
(Colour)
	Actual Cost

	
	Postage
	Actual cost of Royal Mail Standard 2nd Class

	Statutory Fee
	
	In accordance with relevant legislation




